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Introduction

Two basic methods for for information sharing as as follows
1. Shared Data Approach

Shared Common e
Memory Area

Figure: Shared Data Approach

2. Message Passing Approach

¢ GY)

Figure: Message Passing Approach

Mr. Harish D. Gadade Govt. Colleg of Engg, Jalgaon 2



Desirable Features of a good Message Passing System

1. Simplicity
2. Uniform Semantics

» [ocal Communication
» Remote Communication

3. Efficiency
4. Reliability

5. Correctness
Issues related to correctness are

> Atomicity
» Ordered Delivery
» Survivability

6. Flexibility
7. Security
8. Portability

Mr. Harish D. Gadade Govt. Colleg of Engg, Jalgaon 3



Issues in IPC by Message Passing |

A message is a block of information formatted by a sending process
in such a manner that it is meaningful to the receiving process.

In the designing of an IPC protocol for message-passing system, the
following important issues need to be considered.

Structural Information Addresses
i Sequence
PA.c:u%ﬂt D;lta ;1 i Number of number or Receiving | Sending
onxripliecea bytes / Type message ID Process Process
elements Address Address
|<— Variable T—I Fixed Length Header —‘l
size i
collection of
typed data

Figure: A Typical Message Structure
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Issues in IPC by Message Passing |l

In designing of an IPC for MPS, the following important issues need
to be considered:

=

o
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Who is the sender?

who is the receiver?

Is there one receiver or many receivers?

Is the message guaranted to have been accepted by its
receiver?

Does the sender need to wait for a reply?

What should be done is a catastrophic event such as a node
crash of a communication link failure occurs during the course
of communication?

What should be done if the receiver is not ready to accept the
message:Will the message be discarded or stored in a buffer?
In case of buffering,what shoul be done if athe buffer is full?
Is there are several outstanding messages for a receiver, can it
choose the order in which to service the outstanding



Synchronization |

A central issue in the communication structure is the
synchronization. The semantics used synchronization may be
broadly classified as

» Blocking
» Non-Blocking

An important issue in non-blocking receive primitive is how the
receiving process knows that message is arrived in the message
buffer.

1. Polling
2. Interrupt

When both the send and receive primitives of a communication
between two processes use blocking semantics, the communication
is said to be synchronous; otherwise it is asynchronous.

Mr. Harish D. Gadade Govt. Colleg of Engg, Jalgaon 6



Synchronization Il

Sender’s Receiver’s
Execution Execution

Receiver’s (Message):

1 Execution Suspended
1

Send(Message)
Execution Suspended

Execution Resumed

Acknowlcdgemem Send Acknowledgement
Execution Resumed

----- Blocked State
Executing State

Figure: Synchronous Mode of Communication with send and receive
primitives having blocking type semantics.
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Buffering |

The synchronous and asunchronous mode of communication
correspond respectively to the two extremes of buffering: a Null
Buffer or No Buffering and a buffer with unbounded capacity.
Other two commonly used buffering strategies are Single-buffering
and finite bound or multiple message buffers. These four types of
buffering strategies are;

» Null Buffer or No Buffering

» Single Message Buffer

» Unbounded-Capacity Buffer

» Finite Bound or Multiple Message Buffer
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Buffering I

Receiving
Process

Sending
Process

Message

Fig. (a) Message Transfer in synchronous send with no buffering strategy

Sending Receiving
Process Process
Message

Fig. (a) Message Transfer in synchronous send with single message buffering strategy

Receiving
Process

Sending
Process

Message Mes:

Multiple Message
Buffer/Mailbox/Port

Mr. Harish D. Gadade Fig. (a) Message Transferin asvM@ﬂeyﬁgﬁrﬁ@ﬁggtﬂg@%ﬁessage buffering strategy




Multidatagram Messages

» Datagram

> MTU

» Single Datagram Messages
» Multi Datagram Messages
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Encoding and Decoding of Message Data

A message data should be meaningful to the receiving process. This
implies that, ideally, the structure of the program object should be
preserved while they are being transmitted from address space pf
the sending process to the address space of the receiving process.
This obviously is not possible in a heterogeneous systems in which
the sending and receiving processes are on different computers of
different architectures. However, even in homogeneous systems, it
is very difficult to achieve this goal mainly because of two reasons:

1. An absolute pointer value loses

2. Different program objects occupy varying amount of storage
space.

Due to above mentioned problem encoding and decoding is done.
One of the following two representations may be used for encoding
and decoding of a message data.

1. In tagged representation

2. In Untagged representation

Mr. Harish D. Gadade Govt. Colleg of Engg, Jalgaon 11

&



Process Addressing

Another important issue in message based communication is
addressing(or naming)of the parties involved in an interaction.
MPS usually supports two types of process addressing.

» Explicit Addressing
send(process_id,message)
receive(process_id,message)

» Implicit Addressing
send_any(service_id,message)
receive_any(process_id,message)

Primitives for explicit and Implicit addressing of a process

A simple method to identify a process is by combineation of

machine_id and local_id
(machine id, local_id, machine id)
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Failure Handling |

&

While distributed system may offer potential for parallelism, it is
also prone to partial failure such as node crash or a communication

link failure. Therefore, during interprocess communication, such
failures may lead the following problems:

1. Loss of Request Message
2. Loss of Response Message

3. Unsuccessful Execution of the Request
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Failure Handling [l

Sender Receiver

Send Requesti Regyq,, i
Ssage

Lost

(a)

Figure: Request message is lost
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Failure Handling Ill

Sender Receiver
Send Request Request
W. Successful Request
Execution

Send Response

(b)

Figure: Response message is lost
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Failure Handling IV

Sender Receiver

Send Request Request Message
Unsuccessful Request
_/_Cra? Execution

Restarted

(c)

Figure: Receiver's computer crashed
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Failure Handling V

To cope up with these problems, a reliable IPC protocol of a MPS
is normally designed based on the idea of internal retransmission of
message after timeouts and the return of the acknowledgement
message of the sending machine’s kernel be the receiving
machine's kernel.

Based on the above idea, a fourway message reliable IPC protocol
for client-server between two processes works as follows:

1. Four-Message Reliable IPC Protocol
2. Three-Message Reliable IPC Protocol
3. Two-Message Reliable IPC Protocol
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Failure Handling VI

Client Server

Request

Acknowledgement

Acknowl‘edge ment

__________ Blocked State

Executing State

Figure: Four-message reliable IPC protocol
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Failure Handling(Continues...)

Client Server

preteilee

R

Acknom’edgmem

Blocked State

Executing State

Figure: Three-message reliable IPC protocol
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Failure Handling(Continues...)

Client Server

%

ReplY

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, Blocked State

Executing State

Figure: Two-message reliable IPC protocol
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Failure Handling(Continues...)
Consider an example of fault-tolerant communication between a
client and a server

Client Server

Send

Requi;
request W}esjge
Timeout

Retransmit request ~ Tost
M

—7%— Send

request
Timeout
Unsuccessful request
Send execution
N request €. ” Restarted
\ Successful request
Timeout execytion

ResponseMessage
Send Response

Send Y These two successful executions
2 Lost Reffan Smi of the same request may produce
request 2 itre i
essage Ques| Hfrent coslis

Successful request
execution

é_,RemM_eisEge// Send Response

Figure: fault-tolerant communication between a client and a server
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|ldem-potency and Handling of Duplicate Messages |

Consider the following routine of a server process that debits a spec-
ified amount from a bank and returns the balance amount to a re-

questing client.

Client Server
(balance}10000)
Send Request
[ Requeg
Debit(1p) Process debit routine
Timeout balance=1000-100=900
. _| Return(Success, 900)
RespONse ——
\Success«gom
Send Request | Lost
R Retra,
\DEb.\nsmrtrequSst
it(100) | Process debit routine
balance=900-100=800
Return(Success, 800)
ResPONSe__—
0
— saceess80
balance=800

Figure: A Non-idempotent routine
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Idem-potency and Handling of Duplicate Messages I

Request | Replyto
identifier| be Sent
Request-1 (suecess,
900)
Client SSIVER
(balance=1000
Send Reply cache
request-1 ReQUest 1
Oebitfzng,
Check reply cache for request-1
Tiitiast e No match found,so process request-1
?\eSPG Save reply.
Return(Success,900)
T (successi %
Send Lost
request-1 Retrans,,:
Dety mit request.
& 'f(IOo‘;

Check reply cache for request-1

Match found
Extract reply
o pof\"’ Return(Success,900)
. 'esuccessf’“m
Receive
balance=900

Figure: Exactly once semantics
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Keeping Track of Lost and Out-Of-Sequence Packets in

Multidatagram

Sender of a multidatagram
message that consists of five

packets

Packet of the
response message|

Resend missin

packeE

Mr. Harish D. Gadade

Messages

Receiver of the
multidatagram

message

/ TSend request message

(5,000 03)

Firstof 5 packett
5,00010)

Second of 5 packets
(5,000100

Lost

Third of 5 packets
(5,01000)

Fourthof 5 packetlg Lost
5,10000!

Fifth of 5 packets
(5,01001)

Missing packets information
(5,01001\

4 Firstof 5 packets
(5,01000)

Fourth of 5 packers
(5,00000)

Acknowledgment

Timeout

Create buffer for 5

Buffer for 5 packets

1

packets and place thig

packet in position 2
Place this packet in

position 3

r
Place this paﬁet
in position 5

Retransmit request for
missing packets

Place this packet

in position 1

Place this packet
in position 4
Send Acknowledgment
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Group Communication |

Depending on single or multiple senders and receivers, the
following are the three types of group communications;

1. One-to-Many
2. Many-to-One
3. Many-to-Many
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Group Communication Il

1. One-to-Many

>
>
>
| 2
>
>
| 2

Group Management

Group Addressing

Message Delivery to Receiver Process

Buffered and Unbuffered Multicast

Send-to-All and Bulletin-Board Semantics
Flexible Reliability in Multicast Communication

Atomic Multicast
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Group Communication Il

2. Many-to-One
3. Many-to-Many The commonly used semantics for ordered
delivery of multicas messages are;

» Absolute Ordering

51 R1 R2 51

xml i
LT

Figure: No Ordering constraint for Messages delivery
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Group Communication |V

Tl

S1 R1

le

m2

R2

m2

2 Time

11«12

Figure: Absolute Ordering of Messages
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Group Communication V

» Consistent Ordering

51 R1 R2

jul

ml
ml

/ T Time
m2 m3

52

tl<t2

Figure: Consistent Ordering of Messages
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Group Communication VI

» Causal Ordering

S1 R1 R2 R3 52
x il 5 Time
=h m3
m2 ml
3 m3

Figure: Causal Ordering of Messages
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